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Abstract

New opportunities of social and economic relatigpshoffered by evolving
information and communication technologies haveobex in the '90 the subject of
research projects and studies carried on with tippat of international and national
agencies. In particular, the diffusion of multimedind pervasive equipments in daily
life, has also questioned issues related with threception and perception of trust,
security and privacy that individuals and groupsellep while using pervasive- or
also defined ubiquitous - technologies. On one,sdeh technologies, if compared to
the more established ones, can strengthen socmiotand nurture processes of
social differentiation. On the other side, the wdepervasive technologies could
improve and modify patterns of behaviour that cowte communications and
interactions among colleagues or collaborators. Pneblems linked with the
treatment of personal data and in particular ellissaies have also increased with the
developments of data collection concerning multiglenensions of personal
interactions. The papers debates these aspectshaimdprivacy implications with
empirical examples from studies concerning netwofksommunication among peers
inside different types of organizations (educati@search institutes, enterprises).

Keywords:. privacy, interactive data collection methods, NSI

1. Networksin Personal Communication

Network studies share a specific interest for psbacommunications and the
attention for the study of how pieces of informatimove inside and between social
groups dates back to the origins of the discipli@ecial networks provide also a
representation of social grouping and their studystitutes a relevant area of
exploration about the structure and the flow of Rantommunication. Among the
more interesting one are those associated withsthdy of social relations and
information networks inside groups of equivalent amon-equivalent members (in
terms of social attributes such as age, statusjegemrganizational position) and
those interested in the characteristic and imphctformation flow through networks

(in terms of influence on personal interactionfety of group formation, efficiency
and effectiveness of communication). Recent andibéshed researches have
advantaged a lot the studies of communication,ngivdetailed explanations of the
impact of traditional and innovative technologi&ge{lman,1999). Investigations of
the impact of new communication technologies onasatetworks are developing

with success (Leonard and Haines, 2007), and thesirce of social network analysis
(SNA) has been recognized because of its powexaming the mechanisms of



transformations underlying specific social processedividual preferences based on
principles of social selection in networks, in facan be put in evidence though
adequate techniques (Mc Carthy, 2002) and theimahgsocial influence) can be
explored also in complex processes of interacti®tedlich, Snjjder and Pearson,
2004).

This is also the case of digital and interactivenomnication where the new forms of
‘connected presence’ are modifying personal netsvarkd in general the types of ties
and relations that individuals establish. Usudtlg empirical study of the impact of
‘new’ technologies is associated to the impactroirdervening event or factor on a
priori situation of deficiency; but in the caseldfC the setting is different as these
devices collide with daily life increasing the pa®d the opportunities of individual
interaction. So, the introduction of pervasive tembgies in the living environment
offers the chance to monitor social processes ahgh and differentiation processes
inside social groups, as well as to see the reptamu of traditional forms of
discrimination. Moreover, the possibility of momitay network data concerning
personal communications other than for securitysorg, also, can arise ethical
problems for researchers (Borgatti and Molina, 2005

Several studies in the more recent period usednr#ton and data concerning the
adoption of pervasive technologies to analyse #atufes of communication and to
report the changes that are emerging as a conssjuEnthe new technologies.
Licoppen and Smoreda study on sociability and 1Z@0g), for example, showed that
new technologies are modifying the concept of et proximity and practices of
personal interaction from encounters to establisbidionships (family, friends), and
that a specific ‘strategy’ underlies individual'shaice between types of
communication resource. The study of peer to peemaunities (Strahilevitz, 2003)
report the emergence of rules of conduct and nemndoof reciprocity and
commonality among experienced users. Researchriwralvinetworks, (Petroczi et al.,
2007) showed that relationships developed on therriet have similar indicators of
intensity, confidence, share of interests and plelity than off-line relations;
eventually, they provide different forms of relatsothat are resource specific, such as
mutual help (advice though forums) and identityegafird or preference disclosure
(virtual anonymity).

On the bases of such advances in the study of niedved communication, the paper
focus on a relevant property of personal interastigrivacy. Following paragraphs
debate the problems related with three main aspdcpsivacy in network studies.
First, there are the aspects concerning structwirtge questions and confidentiality
of responses in network survey interviewing (NShe second part addresses the use
of network data (and in particular social netwogkimebsites) as indirect sources for
acquiring information about social relationshipswairk and personal preferences.
Finally, the paper discuss the relational natur@rofacy relaying on empirical data
from a network survey designed to investigate tbess of privacy in personal
communication.

1.2 Privacy as a Relational Aspect

The conception of privacy from a social and psyopmal point of view has been
considered in the work of several scientists (Masg2003). Privacy is conceived as
a dynamic aspect of the individual condition whiths two main components: an
internal personality based aspect which is strorglyelated with auto-evaluation of



the subject and a social aspect which is correlaweth participation and
communication to different social spheres. Privagyalso a property of social
contexts and organizations; as such it can charitipetine introduction of technology
inside daily life and from the initial definitionf @rivacy as ‘the right to be left alone’
there has been a change in perspective. SpegffipaiVacy in contemporary society
has been considered equivalent to the right ofrtlvidual to retain individual data
and to control personal information disclosure (M&007). On the basis of such
definitions the operative definition of privacy hagen attempted in social and
psychological research in the form of multi-dimemsil indicators and variables
referring to the individual perception of sensityvand confidentiality of information
(Turrow and Hennesy, 2007).

The issue of privacy in network studies, has beebated more directly and
extensively in the literature (Kadushin, 2005) abethical concerns in empirical
social network research. Attention has been patdaature of information (secrecy,
rumors and gossip) as a prominent factor for tmecsiring of information flow
(conspiracy networks) and its degradation procBs&¢nzo and Bordia, 2006). Most
of the analysis concentrated on the factors ofuerfte on the information
dissemination dynamics and elements such as thetwste of the network (number of
super-connected nodes, of weak and strong ties #te.technological constrains that
contrast the diffusion of a piece of informatiordahe cultural variables that facilitate
the spread of it. Empirical studies concentratedenon the analysis of group with
special characteristics of confidence and secrd@n on normal communications.
Several studies, for example, analyzed drug ddfusind alcohol (Steglich and al.,
2004) and imitative discrimination attitudes amauaiplescents (Kirke, 2006), or as in
Kadushin and Alba’s work on intellectual elites 769 and in Baker and Faulkner’s
analysis of conspirators networks (1993), on tleeneints of secrecy (or disclosure of
information) and confidentiality of the informatidiow.

Privacy concerns from the operational point of view the contrary, have been less
debated and the selection of specific indexes tasore the individual and social
dimensions of privacy in personal communicationsstii progressing. Recently,
some attempts have been done to define privacyfiadso a relational point of view
using concepts and structural properties from $owéwork analysis (Strahilevitz,
2005). Observations on how barring of informatiopresd is established and
reproduced among interconnected groups (from gdssip to professional affiliation
groups) give hints about the relational nature wfgey of communication and its
structural properties. First, network studies puevidence that a piece of information
moves (or gets blocked) more efficiently insidecals free network (or empirical
one) than in a random one (whose structure lacksooial relevance) because some
kind of information are more likely to be sharedaaim members of a social network
than others (a phenomenon that can be interpretegtap privacy). Second, in a
scale free network, characterized by a specifiacttire of connectedness among
nodes (some more connected than others), thersdstlae possibility that a single
piece of information filters though because a per¢aka a node with bridging
position ) has valued it as relevant (in termsrofgie or public interest) to pass to as

! Scholars suggest, for example, to consider witte @nd to apply communication flow

indexes (which are widely employed in studies omicmnication) to privacy data only under

limited conditions. Intervening elements such as type of information transmitted, the

influence of culture on dissemination criteria, dimdlly the usual non-relevance of privacy
information outside the group of reference, in fachy create problems of interpretation and
comparison among different populations (Margul03®.



much other persons as possible. Information insidaetwork is thus disclosed
according to social norms and properties that adiglly acknowledged by the
composition and structure of the network; howevleese properties, are changing
with the increasing use of new technologies of camication. Technology resources
such as emails, SMS or messaging create new amittes of dissemination, also for
private issues (circulation of photos or persomafgrences) and reduce the impact of
degrees of separation between sender and recéigenessage (Strahilevitz, 2005).

2. Data Collection in Network Surveys: the I ssue of Confidentiality.

The problem of validity and reliability of the imfmation collect via survey is always
relevant in the concern of scholars; methodologistparticular, pay a specific
attention to aspects such as the formulation of¢lgeests an of the answers, as well
as the mode of data collection (Saris and Gallhdt807). For network data these
issues are also problematical because relatiortalidaorder to be significant should
also show a good level of accuracy; so, large netwlata collections consider with
care the problem of confidentiality (Freeman etl&93) and develop field strategies
and specific techniques to assure privacy of thierwewees. Furthermore, since
network data refer mostly to relationships and itketaoncerning people, the
intrusiveness of network questions tend to be ffigiompared to standard questions
adopted in quantitative surveys. Social desirgbiita factor that can influence a lot
the setting and the responses in a social netwarleyg: the respondent can hide on
purpose some contacts and over-expose others #hatsvas more significant and
pertinent for the survey goals (lacobucci et &99).

The collection of relational data among specifibsamples of population as the
elderly, for the example, can be altered by thardds comply the interviewer, to
hide her/him significant relations than in dailfelior adding more formalized
relations than reality (and so showing less depatnda public assistance or the
family). The request to cite name and personal adtaristics of contacts can be
interpreted by entrepreneurs as a way of captuwcorgfidential information on the
market position of the firm and its competitive astgy (Elfring et al., 2003).
Employees can be tempted to provide non relevdotnation about co-workers and
supervisors in order to protect their position atepict the work environment in
accordance with the employer public representattamally, in some cultural milieu
giving detailed information about personal contastsocially inappropriate and can
generate problems both for the interviewer andéspondents.

The impact of the questions on respondents is aldeemely dependant on the
interview context and on the data retrieval strat@mtes, paper and pencil interview,
automated data collection or web survey). If wesober the standard interviewing
setting (paper and pencil questionnaire with netwaodule) to the semi-automated
interview using CAPI that offers the possibilitydollect information on the contacts’
attributes in separate modules (which makes pastiiecall the data on demand) the
difference in terms of reliability of data can kbgnificant (Kogovsek and Ferligoj,
2005). Finally, the more recent adoption of onlqueestionnaire put in evidence new
aspects related with sampling biases and confialégtof responses. Self-selection of
the interviewee is another risk that network susvéhave (Rothemberg, 1995)
especially if snowball sampling and other non stadided strategies for selecting
subpopulations are employed. Individuals do notstite same propensity to share
personal information or involve in narratives ab@be people | know’, and more



relevant, have a different perception of what maystitute a private and personal
detail. Web survey which are often considered lessareliable source of data because
of their limited representativeness, may overcon piroblems and deal more easily
with sensitive questions. According to Schonlaw) @west and Kapteyn (2007) the
real discriminating effect of web survey is not demographic variable or digital
divide issues but on privacy issues. Respondenigetpbsurvey are more attentive to
private data handling, and are collaborative invjgiog information or contacts only

if the aspects concerning protection of personshilde(own or others’) are clearly
addressed and data collection strategies are temisigith that.

3. Digital and Organizational I ntrusiveness

Recently OECD recommendation on digital economyeulitte the potential damage
that can derive to the individual not only in termisaccess or exclusion from an
increasingly important sector of social and pdditidife but in terms of identity
misrepresentation. According to these guidelindxips that enhance the confidence
in the creation and use of digital contents shoimgplement systematic and
comparable data collection, research and analysisimmprove the enforcement of
privacy and consumer protection.nHowever, techrfeatures of digital technologies
such as cryptography and security protocols cagoarantee against the indirect
disclosure of personal data or against the ‘irgefit combination of pieces of
seemingly innocent or unrelated information’ (H&u@ and Zheyou, 2006).
Specifically, researchers analyzing the releasepefsonal information though
websites for social networking have shown that esledrcommon attributes (as the
participation to specific associative activitiesamthesion to public opinions) can be
discovered more efficiently by matching official csl relations from multiple
relational sources (work, interests, family) thamectly (from the owner of the
webpage, or advertiser of services and requedt®) .eXperiments of He et al. (2006)
on the structure of online communities and privadgrence put in evidence that the
possibility to extract individual preferences aretgonal details is more feasible than
expected. On the bases of our friends’ (or colleayattributes, privacy can be over
passed and personal details be inferred from osopal networks of social contacts.
The accuracy of these inferences is closely reltidtie influence strength between
contacts, and not to our explicit preference farsey vs openness of personal details.
To protect from indirect disclosure of personalbimfation, one can either hide her
personal contacts (friends mentors and informantsvak), or ask them not to
advertise their personal details or attributestzatan (2006) analysis of adolescents
websites for social networking (Facebook, FriengsiéySpace, etc.) showed that
identity sharing in a perceived ‘closed’ communigych as a social networking
website, is higher than expected. The disclosurgetonal details is also very
different from the type of disclosure that is penfied in real life: on one side
comparability of digital identity and traditionagal-life identity can be hard to assess,
but on the other side adolescents (an increasimgbau of adult people) can be
victims of digital offences or target of ‘identitpformation harvesters’ that exploit
their virtual identities obtaining easy access tmremically relevant data for
consumers’ profiling.

Among the aspects that analysis of digital netwakslence is the one of the retain
of personal details from third parties, such a®rimtt providers or other types of
enterprises that run digitalized services. Orgdmnal practices and policies



concerning privacy and data retrieval or handliag m fact change a lot among firms
and prove frail against external pressures (mar&gtpetition), as well as managerial
exploitation. Moreover, evaluating the efficacy ofganizational collaborative
instruments based on social networking principlesy rmvolve the monitoring of
personal relationships concerning employees privaieg preferences in personal
communication instruments (Borgatti and Molina, 200

The design of a research project on the implementadf an internal social
networking site by a large private research insitffered the opportunity to address
such issues. The study, solicited by the reseashdation for knowing more about
the current intra-organizational use of commundaratiechnologies, had the goal to
foresee the impact of social networking instrumedatsimproving multidisciplinary
work teams. The exploratory survey, administered small sample of researchers2,
scrutinized the use of communication devices anvemiggmates (type of technologies
preferred, intensity of use, type of contacts) emaluate the spin off effects in the use
of advanced technologies of communication (Petratal. 2007).
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Diagram 1 — Network of communication devices of a resear¢hegend: colour of nodes =
high intensity of use (orange; size of nodes= saalesimilarity among instruments;
connections among nodes= preferred instrumentsamsithborators).

The analysis of the patterns of personal commuboitaamong researchers showed
that the intensity of use of advanced communicatiemices in work contexts is
articulated differently than in leisure or dailfeli specifically, pervasive technologies
are frequently discarded in favour of less invasiv&ruments or adopted only in
specific work projects. The structure of the comroation networks of the

2 The exploratory study was carried on a grouptofesearchers; almost all the subjects were
male and inside the group age of 25-35 years. Tharg administered a short questionnaire
with a network module and their virtual contactgavenonitored in aggregate form while at
work. The second phase of the research is currentlgurse.



researchers revealed that preferences in termsrofmainication devices are highly
individualized and influenced by a traditional wafyconceiving communication; oral
and informal messages and contacts are privilegedards more innovative
instruments of communication (wikis, P2P platformigtra-organizational relations
showed the presence of dense and connected irgittespecific work areas, but
fragmented and scarce even with those other grdhas have complementary
competences (archival studies and information studf categorization, for example).
Diagram 1.1, for example, depict the communicagiceferences of a researchers: the
complexity of the network of communication instrumtee is restricted to few
instruments which are used diversely with non teanmd team collaborators;
moreover, similarities among technologies are alty £xploited. The preferences are
for personal or directed communication such as phoalls or e-mails while
‘mediated’ and diffused forms of communication bres preferred, except in a small
group of users. Only researchers with less worleggpce (and a more fresh relation
with advanced technologies) are keen to spin @fube of related technologies (from
cellular phone to Voip calls) and advanced instmimeof workgroup (RSS feeds,
blogs).

The result of the preliminary study was that desphie high-tech orientation of the
workplace, its internal organizational culture fax® styles of communication which
block the use of multiple communication channeleni@ary to initial expectations
some of the problematic elements of IT technolofpesseen by literature (Leonard
and Haines, 2007) and reported in selective engpistudies (such as lack of trust in
the effectiveness of the instruments, reduced piateof formalization in relations,
complexity of use and fear of external controlii] stfluence individuals to structure
their communication flow with work peers and cobladtors according to traditional
criteria. So, only a minority of researchers depela more creative mix of
communication instruments, because this will favalso a less individualized
approach in defining rules of conduct and roles dhd emergence of new
organizational approaches. Despite their innovapotential, pervasive devices of
communication are thus kept at a distance by mia$teoresearchers, even when their
adoption could benefit the interactions among peerd facilitate reciprocity of
knowledge and exchange of competences inside stituite.

4. Social and Relational Aspectsof Privacy in a Network Survey

Recent psychological contributes seem to convergéhe idea that privacy is not a
private matter but, on the contrary, it is mostiyublic matter (Westin, 2003). So, the
sense of trust and safety that persons developrdswastitutions and the others
express psychological traits, but are strongly elated to cultural and situational
factors. The development in our society of conceyis practices related to privacy
and privacy protection, security and safeguardnafividual rights is thus mostly
politically and historically determined and is letk with the concept of a personal
identity. This last aspect is particularly relevémt the young generations: other than
being a group of users which are more experiencedhé use of Information
Technologies, young people are a social group tEvaat scientific interest for
analyzing the issue of locus of privacy respongibibis adherence to social and moral
norms (including other’s right to privacy) is demeéd in this specific phase of
personal identity formation (Bannert, 1996).



Typically, the impact of the new generations on dieenand of technology is related
to structural factors such as economic and sooiadlitions of the population, but the
use of information technology and more sophistitaspects of mobile connectivity
are indeed more and more mediated and diffusethiian society by means of the
young users, which can place preferences over dr&en3 To implement previous
debate on privacy and communication networks, plaisagraph discuss the results
from a survey concerning privacy perception andnsomfringement among young
users of pervasive technologies. The research exaaaped in winter 2007 as part of
a larger multidisciplinary project on pervasivehecologies (Discreet, 2006-2008);4
with the aim of testing preferences and demanddgfiaced technical measures for
improving privacy in communications. To explore tlager impact of pervasive
technologies on social definition of privacy part the enquiry focused on
adolescent’s perception of privacy at the individaad societal level (including
dimensions such as privacy perception, privacyqutain and regulatory issues). So,
part of the questionnaire submitted to the samplstwlents addressed directly and
more in details the attitudes of the young towaedgilatory aspects of technology use
(Paine et al, 2007)., as well as the commercial ftaddulent use of personal
information, and control of location of the indivial (tracking devices).

Among young users and adolescents we can expecttibse relations between
privacy and technology are re-enforced also by gnales and fashions; but results
show that when confronted with issues such as qyiyaotection and regulation,
respondents divide in three groups. So, only onel tbf students reports to be
worried about availability of personal data givant on the Internet to third parties,
while the other two groups are not worried eithecduse do not foresee any damage
to themselves or trust technologies to be ablertiept against deceitful use of
personal information. A large majority of respontdeare worried about the use of
profiling or user identification software but thesiee also a significant proportion of
respondents (26%) which are not troubled by moimi¢por profiling software. So,
despite the fact that personal data are perceigetha@or elements of individual
privacy, they are also considered as elementsntlagtbe opportune to disclose (for
example number of cellular phone, name of schaended) inside specific social
contexts or groups (friends, acquaintances).

® Access and use of Information technology amonglthiéan population is still a recent
phenomenon, if compared to other European countificial statistics (Istat, 2007) report
recently that 47,8% of Italian households own a@eal computer, and only 38,8% of them
can access the Internet, while the number of haldshhat use mobiles is on the contrary
almost equivalent to the total population (85,8%hotiseholds). These figures, however,
increase a lot if we concentrate on the youngemseg of the population; if we consider
households with at least one member having less4bayears of age the rate of access to the
Internet rises to 43% of the households (in theoRean Union (27) is 45% of households).
Of course, the use of PC and Internet is deperaatite availability of technological devises
in the family.

* The empirical study involved three high schootstalt sample 128 students) located in a
similar territorial area of Italy (four urban are@isNorth Italy); The sample was composed by
an equal proportion of both gender adolescents §49,female) and showed a relative
homogeneity in age of the respondents (38% ninetrd7% eighteen years old).

® Findings confirm the categories proposed by Westirclassify privacy orientations of
adults; he named the three groups as ‘privacy foneddalists’, ‘privacy pragmatists’ and ‘the
unconcerned’ and distinguished them in terms dedbht locus of privacy responsibility, as
more or less oriented towards individual rights aadial control of personal data disclosure.



4.1 Communication Networ ks and Privacy Disclosure

Another relevant part of the study concerned thegmion of private space and the
correspondent type of behaviours which are constadmissible on the Internet and
in real life; as an empirical evidence of theseeatpthe study evaluate the social
networks that develop among classmates using parst@vices of communication
(smart phones, text messaging and other technalogistruments). Specifically, the
patterns of communication via text messaging antbegyoung have been analyzed
with reference to topics which may have a strongaot on the privacy and identity
of sender/receiver (such as joining adult commumityine, faking identity and
sending vulgar pictures).6 Since the structurehaef metworks of relations among
classmates may change according to the type of,ttipe analysis concentrated on
individual attitudes toward social norms infringerhand the overall composition of
her communication network, looking at structurahmpes to evaluate the impact that
pervasive technologies are having on the resposdamnstruction of privacy
perception (Odella, 2008).
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Diagram 1 — Network of communication (text messaging) amolagsmates - type of item=
joining community online (Legend: shape of nodesndegr, triangle=girls; colour of nodes =
green positive attitude towards faking identity inej size of nodes = intensity of
communication with selected classmates in relaticonnection among nodes= subjects
messaging with intensity above 1).

® This part of the questionnaire was administergdngga specific attention to privacy issues;
the teachers and interviewer had no access toutheldta and to prevent identifying the
responder an anonymizing code was used for theipteulevels of identification (school,
class, respondent, sensitive individual data).



Figure 2 provide an example of how the patterngesonal communication inside a
class modify according to the type of attitude esged by each respondent toward
disclosure of personal privacy preferences. Thentakion towards social norms was
also considered looking at the individual resporiseadmissibility of participation to
adult online community. Analysis of the networksfion that the general attitude
among the class was to accept such behaviour, douedtrict privacy disclosure
(sending the invitation) only to a limited sub-gpoof classmates (with dimensions of
sub-groups variable from 5 to 12 members out ofriémbers of the class). As
previous researches on adolescents and IT showstfHanhof, 2005), most of the
social attitudes that are formed in dealing witthteology and the type of effects that
can be accessed by it, are still developed insgge groups (which is also the primary
source of information on technology applications)l ¢his may pose problems of self-
regulation of privacy concerns (individual restrdiom infringements) and social
control (Leonard and Hines, 2007). Literature répetated, in particular, that privacy
perception using pervasive technologies can beceztiand altered by the features of
the communication medium or express in a more iddalized form, which may
develop be in contrast with social and institutionarms. This type of ‘deviant
behaviour’ is particularly relevant when analyzipatterns of behaviour adopted in
virtual interactions: analyzing interactions preferes influenced by computer-
mediated communication some studies showed aldatthaattributes of anonymity
and self —awareness (as well as emotional distamicdjfferent type of pervasive
technologies can modify the user’'s perception aeddreferences in disclosure of
privacy (Sharafi et al, 2006).

The analysis of the patterns of communication bfre classes involved in the study
showed that the influence of new technologies isentmmplex and could empower
discriminatory (or inclusive) practices among sn@lbups as well as increase the
pleasure/effectiveness associated to intimate camuations (sharing privacy
preferences and personal interests) among classnidte composition of the group
members in terms of normative orientation (pro ersus privacy protection), for
example, seem to influence the preferences of #tevartk members in terms of
privacy disclosure (sending messages to) and tiitecets towards sensitive topics
(pornography, violation of social norms but alsorenpositive aspects such as public
discussions of adolescents sexuality). Chain-effgdationships are in fact extensively
documented in adolescents groups (Kirke, 2006) raagt constitute an element of
change in attitudes (value orientation), as wekhm®pportunity for manipulating and
force individual behaviour (such as in bullying es)s

5. Discussion

The development in our society of concepts and tioext related to privacy and
privacy protection, security and safeguard of il rights is politically and
historically determined and is linked with the ceptof a personal identity. But, as
sociologists have largely showed the conceptiora gbersonal sphere where the
individual is free to retain information, opiniorend preferences and behave in
accordance to his/her taste and judgement (orlypéprivacy) is a social product of
contemporary society and institutions (Barringt®884). Specifically, privacy of the
individual (and in particular of vulnerable groupsstill perceived to depend a lot on
the social conditions and institutional provisioist determine the boundaries of
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what is public or commodificable and what is noio@k and Turrow, 2003; Caprioli
et al. 2006). Since the use of pervasive techneto@ not regulated by established
norms other than the internal group norms (ancuak more permeable to individual
preferences), violation of others’ private spacelld¢oeasily occur and generate
unanticipated effects (Bennet and Raab, 2006). Klesless, practices and routines
established on the Internet organizations are lgaam enormous effect in terms of
structuring and emergence of new forms of socidatimnship and personal
communication as well as on new forms of economit political activities (Lyon,
2002). This is the case also of scientific and poofit research that rely on ‘free’
sources of information, such as analysis of soo&tivorking and digital content
relations. So taking for granted that the diffusadmew communication technologies
is going to modify our society and our way of i@teing how can we increase our
level of awareness for issues such as privacydémeof the individual and social
control? Scientific research community is actuallgrking on the formalization of
disciplinary ethical guidelines for the treatmeiffitetectronic personal data, but the
role of authorities and IT industry is also esggrior their effective implementation.
On one side, IT researchers and communication téobes developers are asked to
think more in the direction of in-built privacy esaicement devices (Kostakos and
Little, 200) and other forms of instruments thategresponsibility (and control) on
the final user (such as the preferences in privdisglosure). On the other side, the
role that authorities have in fostering and prewmgnmore democratic (or vice versa
more authoritarian) and anti-discriminatory usesaimunication technologies can
make a difference in daily life of people enforcitigeir privacy rights in virtual
interactions and protecting individuals againstribk of social identity ‘harvesting’.
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