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Abstract

National Statistics Offices (NSOs) are under insisg demand to provide greater
access to official statistics for their key stakdleos and the public at large. Timely,
relevant, and robust statistics are recogniseduadaimental economic and social
measures of an economy’s performance.

Historically, NSOs have done well in servicing pahlsers with aggregated statistics:
however the needs of more demanding users, resgargolicy makers and analysts
tend to be met through clumsy data laboratoriesxpensive custom table production
systems.

This group of “Prosumers”, while being small in roen, tends to be the greatest user
of statistics and the ones who are faced with tH#ckccess to detailed statistics. Hans
Rosling from the Gapminder Foundation is consideredintessential Prosumer.

This paper focuses on the rise of Prosumers andvtys in which providers of
statistics are beginning to service their needs. ak&e beginning to see a greater
recognition of the role of the Prosumer, who také&stistics and turns them into
interesting stories for policy makers.

We will consider the key challenges and opportesithat NSOs face in servicing this
evolving market. New confidentiality routines, nelmternet based applications
allowing users to query Micro-data, faster tabolatengines to cope with large
databases and above all an increasing recognititheorole Prosumers play in the
statistical value chain removes the barriers aasetiwith servicing Prosumers while
still ensuring that the privacy of respondents emegrity of the data is preserved.
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1. Historical background

Note: This paper refers to NSOs, but because ttwrdbe many statistical producers
in a country; the reference to NSOs is to all orgations that produce official
statistics.

Traditionally the core role of the NSO was to supglicy generation, facilitating
this through transparent and robust statisticallyaisa and politically unbiased



interpretation of the same. Although this role kaslved over time, NSOs continue
to:

- facilitate broad and deep information access

- protect that same information from misinterpretatio

- protect the privacy of the individual data source.

Up until twenty years ago, the role of a centratistical organisation was dominated
by the major needs of the Government it served. ddliwery of statistical data then
was rather rigid, and heavily production orientated

If we view a statistical data service of those snmes having three dimensions of

timeliness robustness andcoverageas in Figure 1), then typically an end user was
constrained to a choice of any two. A timely andust table would necessarily lack

depth, whereas a deep and robust analysis wouldleniinely in its delivery.

COVERAGE
The depth 0f the data

TIMELINESS ROBUSTNESS
How timely the data is How reliable and correct the data is

Figure 1: Visualisation of the dimensions of the NS's historical data provision.

This service model evolved partly because of tta dansumption market place, and
partly due to the philosophical and technologicavienment of the National
Statistical Offices.

1.1.  Traditional user groups

Traditionally, NSOs dealt with two key grougsinsumersthat is, the general public;
andprofessionalsparticularly government analysts and statistigiadn implicit duty
of care was extended by the data-controlling agématg clients. This was discharged
differently for each of the two core groups.

The general consumer was the larger group, witlis)¢eat could be satisfied with
aggregated data. This data was generally supgliedigh standard (sometimes hard
copy) tables of crossed variables. Such a systéowed the NSO to adequately
control issues such as confidentiality and applltgithrough simple control of the
published tables. A typical census report, for egl@nmight consist of a few hundred
tables.



The meta-data that ensure comparability of dataldcine clearly attached and
connected to each table, allowing the NSO to digghats duty of accurate
interpretation of the data.

Such tables could be generated in a timely fastaod,be assured of robustness, yet
could not be particularly deep. Fundamentally, ¢hetandard tables suffered from
problems of applicability. If a requirement wasiiéntified early on in the production
process, then the NSO needed to initiate a cuseairand manual extraction process
to generate the requisite information. This effoed to be repeated whenever
different data requests were made upon the NSO.

This shortcoming made standard tables generallgeipaate for the second core
group: the researchers and analysts. These prof@ssiata consumers were more
interested in access to the micro-data. They netalpérform analysis on particular
subsets and groups within the larger data set.

In theory, at least, the professional analysts wersed in statistical methods enough
for them to carry some onus of interpretation. T™M8O was pressured to allow

unfettered access to the micro-data needed byp#niscular power user group to

perform their duties.

Here, the NSO faced new challenges in protectiegdentity of the individual data
elements, whilst allowing the necessary analystsrasearch to continue. Typically,
this would be achieved through a ‘licensing’ systemhere stiff penalties were
imposed for a breach of conditions.

There is a lot of material available for the instegl party to study regarding the issue
of Statistical Disclosure Control, (for example Wtiborg and Waal, 1996), but to use
the apt terminology of Buzzogoli and Biggeri (200the two core principles reduce

to either ‘safe data’ or ‘safe setting’.

With ‘safe data’ the data released is itself cdigdy through the use of aggregation,
suppression or obfuscation methods to protectritividual identity. We also extend
this concept of safe data to include the requirdnibat all the required meta-
information needed for its correct deployment amterpretation is adequately
attached. The ‘safe setting’ model involves cdnbabaccess to the data, not the
control of the data itself.

As the role of the NSO has evolved, the realistbesience to such fundamental
precepts becomes less easy.

2. The changing face of the NSO market

Advances in social sciences in particular, combineth the advent of the
‘information superhighway’ and its associated iasein the demand for information,
have resulted in challenges to the control of matialata by NSOs, the traditional
custodians.

This demand for national data, for everything frammparison benchmarking to
public policy evaluation, has lead to a unique Bonfof privacy versus access.



Without adequate protection of the privacy of resfents, future data collection will
be compromised. Without adequatecess, the return on the significant investments
made in the gathering of the data will not be seali

The original service model, as we have portrayedbibve, was fundamentally a
binary classification. Once a general consumer gstgd more information, their
classification was changed to a professional, aney twere assumed to be
representative of this class of user with its adearknowledge and needs.

The blurring of the distinction between the two yps that such evolution has
necessarily generated has created a new type @fcdasumer — one who consumes
data at a high level, but does so to produce ndoemation at the lower levels, the
‘prosumer’.

Figure 2 shows these relationships.
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Subject
Matter Experts 8
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Academics
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Figure 2: Market sectors of the modern NSO.

With the advent of new information technologiese threviously small group of
academics and researchers who are typically thé demsanding group on an NSO’s
resources now insists on faster and broader atcedsta. This group has evolved to
what the Australian Bureau of Statistics referagdharvesters’ (ABS, 2009); regular
data farmers who specifically target establishet@ dats to support decision making,
or to support a current hypothesis. They do nowbeothrough the products on offer,
but have established needs and requirements.

Conversely, the original general consumer bodyliticmally satisfied consuming the
produced standard tables, now desires more resolulihis may be as simple as
wanting to know how their local area compares wsthme larger measure, but
nonetheless this is a demand for applicability amliness that stretches previous
delivery models. The ABS refers to these userst@agists’, as they do not have
structured technical needs, but are looking foregaininformation and are not likely
to be willing to push too hard to find it.



The middle ground is occupied by the prosumer, whe will invest significant
resources mining for the specific nugget they aeeksg. His needs are as
unstructured as are those of the tourist, butastgs highly specific as those of the
harvester.

The impact of the prosumer on NSOs can be witness8thtistic Canada’s survey of
22 NSOs (Roy, 2005), which found that the top fwweb user concerns raised (in
order of importance) were:

Ease of site navigation
Effectiveness of search capabilities
Avalilability of regional level data
Documented methodologies
Effective on-line retrieval

arwnE

These are not the needs of tourists (with a pagsitggest), or harvesters (with a
predetermined and regular need). These are the é@dprosumer.

3. Profile of a Prosumer

The middle ground of the data consumption pyramidaw owned by a new class of
user. These users, while small in number, terzktthe greatest users of data and the
users most threatened by lack of access to timethildd statistics. By virtue of NSO
research, they have been classified into a useiopar For example the Australian
Bureau of Statistics, calls them ‘miners’ (ABS, 2D0We adopt the alternative term
‘Prosumers’ (being both a professional supplieindérmation, and a consumer of
data).

Here we see a new breed of analysts and statisgiértam private enterprise, market
research and journalism among others, working gh-teével, specific projects. They
maintain the vocal demands of the traditional astalyet do not necessarily have the
technical training of this progenitor group. Furthere, these prosumers may not be
as socially motivated as the previous researchiéesr use of high-powered statistical
engines is facilitated by the advent of easy-to-ssiware. Also, their incentive to
find a nugget of information may be motivated byrencommercial reasons. They are
likely to be running their own analyses on data tkadownloaded from the NSO.
These analyses may need to go beyond publicatiodsstatistics from publically
available data cubes, spreadsheets or time s@iey. might need access to record
level data.

This increasing demand for access at the micrd-lpeses serious issues for all
NSOs, who are increasingly required to grant fnee anfettered access to data for
unspecified applications, yet must still protea #ame users from misinterpretation
of the information, and from disclosing detail peoly considered confidential.

At initial glance, the prosumer may appear to loeoaster, challenging the principles,
structure, and processes used to serve each psgvioeatly segmented data
consumption environment, and bringing no beneffiiswever, the prosumer serves a
facilitation role, consuming large amounts of d&tgroduce accessible and relevant
information for the consumer audiences, be theyicpomanagers or just an



information-hungry general public. As such, finglieffective ways to interact with
and serve this market provides an incredible opist for NSOs.

3.1. Case Study — Gapminder

To see the incredible interest a prosumer can gémeand the benefits that such
interest can promulgate, one exemplifies Hans Rgsliand Gapminder
(www.gapminder.orj

A prolific consumer of nationalised data, the tembgy of Gapminder makes the
complexity of metrics approachable and, more inguly, visible. Such a tool was
likely never intended to be employed by a lay ancke Its data requirements are too
severe, yet its outcomes are precisely what iteeagd desires.

The compelling nature of information trends viewktbugh Gapminder can be seen
directly through Hans Rosling’s presentation at i@ (Technology, Entertainment
Design) 2006 conference. This presentation is mhmkehe top 10 talks on the TED
website (www.ted.com), and is the subject of mugline discussion and acclaim. It
has a 5 star rating on YouTube, a remarkable aclsimpent for a presentation on
statistics.

As well as providing accessible information througbpular media, Rosling’s
software is used in dissemination of official atis such as the OECD Factbook
2008 (OECD, 2008).

Gapminder’'s mission statement exemplifies the irtgrdrrole into which prosumers
are positioning themselves:
“To promote sustainable global development and exdment of the
United Nations Millennium Development Goals by @ased use and
understanding of statistics and other informatidoat social, economic
and environmental development at local, national global levels.”

This philosophy lacks the focussed hypothesisrtgstif the professional harvester,
yet desires data at just the same depth.

4. Towards a new model for data provision

As the tools available become more sophisticatett] #he desire for such
presentations grows, the NSO’s duty of care mogelfd data, safe setting’) must
evolve to both:

- protect the prosumer from erroneously ‘data-dregiggmonsensical finding

- maintain confidentiality of the source.

This competing demand of access to informationhat inicro-data level is the
management challenge for the NSO.

The easiest way to understand this challenge isxpjoring the prosumer user group
and how its particular needs can be met througha@ication of specific new
technologies.



4.1. The prosumer requires access to micro-level data

As it is rare for prosumers to commence researcth vadequate detailed
specifications, and because they will be employagrariety of high powered
analyses, the prosumers will demand access to #iaeeb data.

Due to their sheer numbers, it is not feasible tpeisumers will sign strict
confidentiality agreements, or agree to operatenfraithin a physical safe room as
was previously employed.

The solution here will be on-the-fly data obfuseatito protect individual data
identities. This will allow the proliferation of Reote Access Data Laboratories,
where the NSO maintains the physical data repgsitord the user accesses remotely
to retrieve vetted reports.

There are two main data protection techniques Weatbelieve will ultimately be
employed by the data provider, and only one wikely survive into future
applications. These are:

- Suppression

- Modification/obfuscation.

Suppressions a favoured tool of many NSOs as it is a visilllsplay of them
enacting their duty of care. It is recommendedh®y®NS (ONS, 2006) for use with
sensitive statistics (such as low birth weightatah) and is in the National Statistical
Service handbook (NSS, 2008).

However, suppression can hinder further analysighygically removing not only the
cell deemed sensitive, but also those that wouddvalts deduction. Additionally, the
data quality characteristics of suppressed tablegganerally considered to be poor
(Cox & Kelly, 2005).

If we consider that many prosumers might be worlangthe mining of low count
information, such as in disadvantaged neighbourboiben suppression methods will
at the least need to be supported by other techiesliosuch as Random Rounding.

An example of such technology is Tau Argus. Tagwhruses threshold, dominance
and probability rules to identify cells requiringsdosure control. The Tau Argus

software can then apply control methods such asdneg, consequential suppression,
and controlled rounding. The latter has the adgegaver simple rounding of being
more difficult to unpick, and producing totals thate additive. If suppression is
chosen, several rules may be used at the sametdirdecide which cells require

initial or primary suppression.

Because marginal totals are generally publishetigalith the cell values, it is
necessary to suppress further cells, called secpraddls, so that the original cell
values cannot be calculated by subtraction. Thegpeapplying the disclosure control
can chose from several methods for the suppressfocells which minimise

information loss. The software package can be ws$aad-alone, or in conjunction
with other software such as SuperCROSS (Staggeneethian, & Lee, 2007)



Modification algorithmsdeduce sensitive cells and modify their value appately.
The definition of sensitive data is not for thisalission, however once a cell is
deemed sensitive, its value is perturbed suffityeior conformance to confidentiality
standards. There may be further perturbations girdhe table to preserve margin
totals, for instance. An example of this is Cornéol Tabular Adjustment (CTA)
(Dandekar & Cox, 2002). Further advances to th@hrielogy mean that certain
higher statistical moments can be maintained despe perturbation (Cox & Kelly
(2003)). This is an important feature for prosumers

These measures amount to a technological manitastat the “safe setting”, where

access to raw data is allowed, yet its visualigaisocontrolled. This can be achieved
through the web with an NSO maintaining custodaitml| over the physical servers
and data-cubes, with the prosumer granted accessggth the “safe room” of the thin

layer software.

4.2. The prosumer may not be a data expert

Whereas the academics and researchers of the pseei@ were trained in the
abstractions and methods of statistical analysesntodern prosumer may be relying
on “intelligent” software. The duty of care that svareviously discharged by an
agreement, or the printing of relevant meta-infararaupon tables, can no longer be
maintained.

Therefore the NSO needs a complete meta-informaepository that is logically
connected to the records to preserve the valukeofiata (Richter & Cornish, 1996).
Information such as the reliability of the datgparticular survey techniques can then
be directly attached to any view of the dataseteGithe freedoms that are demanded
(even if only demanded through economic cost ofpnoviding them) this repository
requires a complex connectivity to adequately mtotée end-user from inadvertently
relying on unsound data. For instance, many tabl&ew Zealand’s 2001 Disability
and Services census were deemed by NZ Statistios tmreliable, and consequently
suppressed in the published reports.

4.3.  The prosumers are numerous, diverse, and unruly:

Prosumers can be found in every walk of life, baghporate and public. As such they
will be demanding access to previously unthoughkwgbrid metrics and recoding.
What will be applauded as a very helpful attribbe one group will likely be
castigated as an unforgivable corruption by anotireup accessing precisely the
same information for an alternate purpose.

To combat this, the technology must be able tovdelielative freedom to recode and
define variables in the reporting layer. This hasfqund implications for the meta-
information repositories, and the confidentialitptections.

Coded solutions that require intimate knowledgehef underlying data-cube are too
slow for a prosumer. The large variety of questioasd specific queries that a
prosumer might desire, whether to feed their cityas to supply a specific form and
need (such as Gapminder input) precludes slow pmépa and access. The
opportunity here is to provide simple interfacesetdract the data readily, and to
readily conform that view to any number of intesedtor example, since 2000 all
ABS publications have been made available eleatatiyi (Tam & Kraayenbrink,



2006) and this offering has expanded for the 2086sgs offering to include a
thematic mapping service (CDatdtp://www.abs.gov.au/cdgta

4.4.  Prosumers are Vocal and demanding

Prosumers have grown from some of the more predsueas of the corporate sector,
such as commerce. Just like their predecessors, deenands stress the access
methods to data. They are also pressured to fisdvens quickly.

A common tool of the data miner is the “questiosva@r-question-answer” style of
ad-hoc mining. In this paradigm, the prosumer adaively slice and dice through the
data-cube, following hunches hinted at in the tssof their last query. This method
can be fraught with the risk of so-called “dataelyi@g”, where one finds chance
occurrences of patterns that appear quite statilstistrong.

Although the NSO is unable to protect the prosufr@n all possible manifestations
of this, the meta—information will need to be adeely attached (again) to at least
give the NSO some recourse and defence, givenwileypave no control over the
actual queries now placed upon the data.

Without this freedom to slice in an ad-hoc fashittrg, prosumer will rapidly deplete
the already diminished NSO budget with their densariche only recourse for the
NSO is to push this demand on resources back detpriosumer. This is best done
through the application of light-weight, self-semwistyle front ends.

Using a web browser as the interface allows a smluén support costs, as web
standards are employed rather than custom or usigfieare packages. In this way,
more users can access the same data sets, complyinghe “write once, publish
many times” philosophy that drives returns on tbkection of the set.

4.5.  High-speed access and turnaround times

The prosumer is a creation of the information &ybkether operating in policy, or the
private sector, they find timeliness is a key caist. Parliament question times can
raise issues rapidly, partially in response to ubpinion polls, and the modern
analyst will be forced to generate a robust evalnatf a policy in a short time.

Marketers also will be working off shorter and gkorturnarounds, demanding

commensurate access times. As such, the oldedagdestyle of building and selling

data-cubes will become less viable. The internethis accepted medium, and
prosumers will measure return on investment lessless through the robustness of
the data, and more through its timeliness and depth

High speed access can supplied through modernmeoaiubased repositories which
can dramatically reduce query-times on large volkimedata. This access time of
complex queries is cited in The Bl Survey (Pend3@92 for the fifth consecutive
time as a leading concern of end-users. The ewoludf web-based access to such
high speed access engines is a welcomed technbjotne marketplace.



5. Conclusions

The advent of information bandwidth, and advancdneésocial science techniques
have combined to generate a redefinition of thee caudience of the National
Statistical Office, whilst demanding the role astodian of data and protector of
privacy is retained. The modern NSO is now expedtdyrant access, to an
increasingly diverse group, to the large investmantlata made by Governments
around the world.

The evolution of an intermediate ‘prosumer’ of dga@ducts, will place unique
demands on traditional service delivery models, dnultaneously provides unique
opportunities for proactive data providers.

New technologies are vital to fill the current gdpstween demand for access and
information, and delivery of service. Key currésthnologies include:

- Suppression and modification algorithms to protectfidentiality

- Ability to control and disseminate large amountsnaita-information

- Relative freedom to recode and define variablg¢kerreporting layer

- Thin layer software as a modern alternative td'slaée room approach”

- Light-weight, self-service style front ends to theta

- High-speed access and turnaround times to appdickih queries

By implementing appropriate software solutions, &0 can satisfy these needs of
the prosumer, protect an individual’s identity tingh on-the-fly statistical disclosure
controls, whilst still allowing the analytical asseto large cubes that justifies the
expense of collating them.
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